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Personal Information Protection Policy for Contract Partner
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This Personal Information Protection Policy for Contract
Partner (this “Policy”) forms part of the Agreement between
Vital Strategies (“Vital Strategies”) and any supplier, vendor,
subgrantee, consultant, project partner or any other third
party (collectively “Contract Partner”) and applies to all
activities relating to Processing Personal Information by
Contract Partner in the course of providing the products or
services under the Agreement.

“Personal Information” means any information relating to
an identified or identifiable natural person recorded
electronically or by other means, excluding information that
has been anonymized.

“Processing”, “Process” means any operation which is
performed on Personal Information, whether or not by
automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration,
retrieval, use, transmission, dissemination or otherwise
making available, erasure or destruction.

“Applicable Data Protection Laws” means applicable data
protection, privacy, or data security laws or regulations that
may exist in any relevant jurisdiction such as, the Personal
Information Protection Law of the People’s Republic of
China, the General Data Protection Regulation 2016/679
(“GDPR?”), federal and state US privacy laws.

Processing Personal Information. Contract Partner may
only process Personal Information as permitted under the
Agreement and Applicable Data Protection Laws. Contract
Partner is strictly prohibited from selling, retaining, using or
disclosing any Personal Information to any third party for any
purpose other than as necessary to provide the products or
services set forth in the Agreement or for any benefit of itself
or any third party.

Contract Partner shall ensure its employees involved in
Processing of Personal Information are bound by
confidentiality obligations in writing, are prohibited from
Processing Personal Information without authorization, and
have received appropriate training on their responsibilities.

Sub-processors. Contract Partner warrants that its sub-
processors will comply with the Applicable Privacy Laws and
be bound by data protection obligations no less restrictive
than the terms set out in this Policy. Contract Partner shall
be fully liable for any act and omission of its sub-processors
to the same extent Contract Partner would be liable if
performing the services of each sub-processor directly under
the terms of this Policy.

Security. Contract Partner has implemented and shall
maintain appropriate technical and organizational measures
for the Processing of Personal Information. Contract Partner
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shall ensure a level of security measures appropriate to the
risks that are presented by the Processing, taking into
account the risk of varying likelihood and severity for the
rights and freedoms of natural persons.

International Transfers of Personal Information. Contract
Partner may only transfer Personal Information to locations
outside of its country of origin to the extent necessary for the
performance of the Agreement and shall notify Vital
Strategies in writing prior to the international transfer.
Contract Partner shall comply with all Applicable Data
Protection Laws regarding the international transfers of
Personal Information.

Security Incidents. Contract Partner shall immediately
notify Vital Strategies of any actual or alleged incident of
unauthorized or accidental disclosure of or access to any
Personal Information or other data breach by Contract
Partner or sub-processors (the "Security Breach"). Contract
Partner shall promptly provide Vital Strategies with full
cooperation and assistance in respect of any Security
Breach and shall take all necessary and appropriate
corrective actions to remedy or mitigate any Security Breach
at Contract Partner’s sole cost and expense.

Return and deletion of Personal Information. Personal
Information (including any copy of it) shall not be kept longer
than is required for the Processing purposes. Promptly upon
the expiration or earlier termination of the Agreement, with
respect to any Personal Information it receives from Vital
Strategies, Contract Partner shall return, or at Vital
Strategies request, securely destroy, each and every original
and copy of the Personal Information in its custody, and
provide to Vital Strategies an officer’s certificate certifying
that such return or destruction occurred.

Assistance. On written request of Vital Strategies, Contract
Partner shall provide Vital Strategies without undue delay
with any reasonable information requested to effectively
monitor the compliance with this Policy and the Agreement.

Miscellaneous. Contract Partner hereby indemnifies Vital
Strategies for all claims, actions, costs, expenses and
damages (including without limitation reasonable legal
costs) suffered by Vital Strategies as a result of Contract
Partner's failure to comply with this Policy or Applicable Data
Protection Laws. Any disclaimers or limitations of liability
including, but not limited to, those contained in the
Agreement do not apply in the event Contract Partner is not
compliant with this Policy or Applicable Privacy Laws.
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